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Section 6.7 Optimize

EHR and HIE Security Risk Analysis
This tool helps you conduct a security risk analysis to help you comply with HIPAA and to reduce your risk of a privacy or security breach.
	Time needed: 8 – 16 hours
Suggested prior tools: NA


Introduction 
Compliance with the HIPAA Security Rule has been required of all HIPAA covered entities (including skilled nursing facilities) since April 20, 2005. The Omnibus Rule, which became effective September 23, 2013, holds all business associates of HIPAA-covered entities accountable for complying with the Security Rule as well. This should be addressed in the covered entities’ business associate agreements. Conducting a security risk analysis is one of the requirements of the HIPAA Security Rule. In addition, the HITECH Act of 2009, modified by the Omnibus Rule, requires federal breach notification when the privacy or security of protected health information (PHI) is compromised. Many states also have state breach notification statutes.

Introduction to HIPAA Security Rule
The following table is from the HIPAA Security Rule (45 CFR Part 164 Subpart C – Security Standards for the Protection of Electronic Protected Health Information, available at: http://www.hhs.gov/ocr/privacy/hipaa/administrative/combined/index.html). It outlines the requirements with which all HIPAA covered entities must comply.
	Administrative Safeguards

	Security Management Process
	164.308(a)(1)
	Risk Analysis (R)

Risk Management (R)

Sanction Policy (R)

Information System Activity Review (R)

	Assigned Security Responsibility
	164.308(a)(2)
	(R)

	Workforce Security
	
	Authorization and/or Supervision (A)

Workforce Clearance Procedure

Termination Procedures (A)

	Information Access Management
	164.308(a)(4)
	Isolating Health Care Clearinghouse Function (R)

Access Authorization (A)

Access Establishment and Modification (A)

	Security Awareness and Training
	164.308(a)(5)
	Security Reminders (A)

Protection from Malicious Software (A)

Log-in Monitoring (A)

Password Management (A)

	Security Incident Procedures
	164.308(a)(6)
	Response and Reporting (R)

	Contingency Plan
	164.308(a)(7)
	Data Backup Plan (R)

Disaster Recovery Plan (R)

Emergency Mode Operation Plan (R)

Testing and Revision Procedure (A)

Applications and Data Criticality Analysis (A)

	Evaluation
	164.308(a)(8)
	(R)

	Business Associate Contracts and Other Arrangement
	164.308(b)(1)
	Written Contract or Other Arrangement (R)*

	Physical Safeguards

	Facility Access Controls
	164.310(a)(1)
	Contingency Operations (A)

Facility Security Plan (A)

Access Control and Validation Procedures (A)

Maintenance Records (A)

	Workstation Use
	164.310(b)
	(R)

	Workstation Security
	164.310(c)
	(R)

	Device and Media Controls
	164.310(d)(1)
	Disposal (R)

Media Re-use (R)

Accountability (A)

Data Backup and Storage (A)

	Technical Safeguards (see § 164.312)

	Access Control
	164.312(a)(1)
	Unique User Identification (R)

Emergency Access Procedure (R)

Automatic Logoff (A)

Encryption and Decryption (A)

	Audit Controls
	164.312(b)
	(R)

	Integrity
	164.312(c)(1)
	Mechanism to Authenticate Electronic Protected Health Information (A)

	Person or Entity Authentication
	164.312(d)
	(R)

	Transmission Security
	164.312(e)(1)
	Integrity Controls (A)

Encryption (A)


*HHS provides revised sample business associate agreement provisions at: http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/contractprov.html  
How to Use
Complete a Security Risk Analysis or update the one you have. Pay particular attention to new threats and vulnerabilities as you add electronic health record) EHR and (health information exchange) HIE applications. Security risk analysis is a management responsibility that should be periodically reviewed in light of new risks, especially as new HIT is adopted. If your facility is participating in an HIE organization (HIO), you may be required by the participation agreement to conduct a security risk analysis on a pre-defined, regular basis.
1. Refer to the HIT Technical Security Controls below the Security Risk Analysis Tool to help you determine what controls may need to be added or strengthened in light of new threats or vulnerabilities. Administrators and information security officials are encouraged to review Guidance on Risk Analysis Requirements under the HIPAA Security Rule at: http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/rafinalguidance.html.

2. As you conduct your security risk analysis, refer to the following additional guidance:

•
HIPAA Security Guidance for Remote Use (Note: This guidance is from 2006, predating 
Office for Civil Rights enforcement of the Security Rule. However, it remains relevant. 
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/remoteuse.pdf

•
Guidance Specifying the Technologies and Methodologies that Render PHI Unusable, 
Unreadable, or Indecipherable to Unauthorized Individuals for Purposes of the Breach 
Notification Requirements  
http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brguidance.html

•
Sample Business Associate Agreement Provisions (Updated January 25, 2013) 
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/contractprov.html 

•
Summary of HIPAA Security Rule 
http://www.hhs.gov/ocr/privacy/hipaa/understanding/srsummary.html
Security Risk Analysis Tool
Every organization should conduct and maintain documentation of a security risk analysis to determine:
•
Vulnerabilities in its information systems and surrounding administrative and physical 
controls.

•
Threats in its environment that may exploit those vulnerabilities.

For instance, if a resident’s Social Security number is visible from within any of your information systems, this may be exploited by a staff member intent on stealing identities. (Tip: look for information systems that mask the Medicare Claim Number as you enter it.) 

If one of your residents is well known in your community and has a particularly sensitive diagnosis,  your access controls may not be strong enough to prevent someone without a treatment, payment and operations (TPO) relationship to the individual from accessing the patient’s problem list and releasing information to the news media or threatening the family with other exposure. 

The following table can be used to document your security risk analysis. Use the HIPAA standards as a starting point and supplement with any additional state requirements or guidance. For example, if your skilled nursing facility is in Minnesota, you should review its e-Health documents, available at: http://www.health.state.mn.us/e-health/index.html. Identify each HIPAA Security Rule standard and implementation specification or other requirements, the threats and vulnerabilities you believe exist, policies and procedures you have in place to address the threats, and technical or other controls that support the policies and procedures. Insert a new row each time you update your risk analysis. 
​Security Risk Analysis Tracking Form

	HIPAA Security Standard and Implementation Specification
	Date Assessed
	Threats in Environment
	Vulnerabilities in Information Systems
	Policy & Procedure
	Controls

	§164.308(1)(A) Risk Analysis
	April 20, 2005

(Original date of required compliance)
	Patient registration and billing system has access limited to office staff 
	Registration and Billing System utilizes a shared password  


	Confidentiality of Registration and Billing System Information
	Awaiting upgrade to accommodate unique UserID and Password

	
	Jan. 1, 2008
	OASIS data collection system interfaced to patient registration and billing system 
	SSN displays in both systems
	Data Breach Notification Procedure
	Need system to mask SSN



	§164.208(1)(B) Assigned Security Responsibility
	April 20, 2005
	Potential issue with accrediting body compliance
	No staff member appears qualified to perform information security official role
	None
	Administrator assumes the role of ISO

	
	Jan. 1, 2013
	System downtime detrimental to patient care and compliance with regulatory requirements
	System is down a lot and there is a long wait time for service
	ISO Job Description
	Contracted services for ISO added to IT contract
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HIT Technical Security Controls
The following three technical security controls—information access management, audit control procedures, and authentication—often pose challenges for health care organizations. Use the information and tools provided to assess the capabilities of your current and planned EHR and HIE applications and to urge vendors to support controls where they may not exist. 

NOTE: Although only three technical security controls are highlighted here to evaluate your backup and disaster recovery plans and 3.X Hardware and Mobile Device Selection and Security to ensure that data stored in media and devices and data that is transmitted is encrypted. Authorization and consent are also very important elements of the HIPAA Privacy Rule that may have technical components to their management, both within your EHR and when you conduct HIE. See 4.1X Managing Patient Consent.

Information Access Management
The accompanying illustration describes the relationship between the minimum necessary use standard in the HIPAA Privacy Rule and the access control and audit control standards in the Security Rule. It highlights the importance of the emergency access procedure standard in the Security Rule, which is often referred to as “break-the-glass” (BTG) capability. If a clinician does not have an established treatment relationship with the resident but needs access in an emergency, the clinician can invoke this capability as quickly as a fire alarm can be pulled. A special audit trail is generated when the capability is used. BTG is a strong deterrent to the casual user who may be curious, and to those intent on unauthorized access.
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1.
Use the Access Control List below to implement access controls for members of your work 
force. Several examples are provided in italics. Remove these and substitute your own 
organizational requirements.

2.
Ensure that Human Resources have background checks and authorization forms for role 
assignment on file. These should be signed by designated members of management for each 
employee. 

3.
Ensure that access controls are turned off immediately when a member of the work force 
terminates employment.

	Role
	Department
	Application
	Screens/

Data Elements/

Other Conditions
	Role Privileges*
	Context Privileges

	
	
	
	
	R
	W
	P
	S
	BTG
	T
	A
	D
	Location/

Time 

	Clerk - Billing
	Accounting
	Billing System
	-Demographics

-Insurance 

-Dx Codes
	X
	X
	X
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	Physician
	Administration
	Fax Service
	-Demographics

-Clinical data
	X
	
	X
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	
	
	
	

	* Read/view (R), Write and correct (W), Print (P), Sign (S), Break-the-glass (BTG), Transmit (T), System administration (A), Delete (D)
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Audit Control Procedures
Audit logging is required by the HIPAA Security Rule and your primary evidence of wrongful disclosure. Unfortunately, audit logging controls often get turned off when there is inadequate processing power for applications or storage space constraints. It is very important that processing power and storage are sufficient to capture complete audit logs and retain them for six years. Some experts suggest that if regular audit log analysis is retained for the six years required by HIPAA that is sufficient. However, audit log analysis software is not cheap or easy to use. 

In addition to HIPAA requirements, the Federal Rules of Civil Procedure address the discovery of electronically stored information. This is often referred to as “E-Discovery” and requires you to preserve and be able to produce electronically stored information upon court order. Electronically stored information not only refers to what has typically been considered part of the health record (which users enter and retrieve in the EHR), but audit log information, decision support rules, and other information that is “behind the scenes” and managed by the EHR software. An example of a court-ordered request is if evidence from your EHR is required in a lawsuit brought by your client against the manufacturer of a massage chair. Although you are not being sued, your client’s attorney may wish to have information from the client’s health record made available to the court. For additional information on ensuring your preparedness for e-discover, see “The E-Discovery Rules: Practical Applications for Risk Managers at:

http://www.ottenwesslaw.com/Publications/ASHRM-E-Discovery-Article-SHORT-VERSION-9-10.pdf

Use the procedure below to document and evaluate your audit controls.
I. Configuration of Audit Controls
A. Randomly review audit logs to determine potential breaches of confidentiality and work force member accountability for system use implemented.
B. The configuration of actions and events to be audited and logged will be based on a security risk analysis.
1.   The following are general items and actions to be logged and audited:
a. System-level events
(1)
Monitor system performance

(2)
Log-on attempts (successful and unsuccessful)

(3)
Log-on ID

(4)
Date and time of each log-on attempt

(5)
Lockouts of users and terminals

(6)
Use of administration utilities

(7)
Devices used

(8)
Functions performed

(9)
Requests to alter configuration files

b. Application-level events

(1)
Error messages

(2)
Files opened and closed

(3)
Modification of files

(4)
Security violations within an application

c.  User-level events

(1)
Identification and authentication attempts

(2)
Files, services, and resources used

(3)
Commands initiated

(4)
Capture security violations

2.  Special items and actions, such as emergency access and multiple role user access, may be added to regular reviews.
II. Review of Audit Information
A. Audit logs will be reviewed:
1. On a periodic schedule to be identified through a risk analysis for each system, application, and user, as applicable.
a. Random reviews should be sufficient to include all users and applications on a periodic basis.
b. Heightened reviews should be conducted for system programmers, use of sensitive utilities, access to system software files, operator activities, and selected system elements at critical control points, such as servers and firewalls.
2. On a random basis for specific types of audits based on a risk analysis. These may include, for example, review of access to records of VIPs, members of the workforce, and others to be specified.
3. On request when a manager is concerned about a potential security violation or issue associated with accountability.
B. One or all of the following tools are implemented to assist in evaluating audit logs:
1. Audit reduction tools, which discard mundane task information and records system performance, security, and user functionality information.
2. Variance detection tools that monitor computer and resource usage trends and detect variations.
3. Attack signature detection tools to parse audit trails in search for certain patterns.
4. Query tools to run reports of selected information based on userID, workstation ID, application name, date and time, and other specified parameters.
III. Utilizing Audit Information
A. All members of the work force will be notified that auditing is performed through a warning banner placed on the workstation prior to log-on. 

B. Audit information will be used to identify potential problems. Because audit trails can only identify potential problems, with many false positives, audit trails may trigger heightened auditing in order to detect actual problems.

C. Audit information will be used as evidence in an investigation of a security incident or privacy complaint.

D. Audit information will be used to identify the effectiveness of the information technology systems and document problems.

E. There will be separation of duties between the persons who administer the access control function and those who administer the audit control function.

IV. Documentation, Protection, and Retention of Audit Information
A. All audit log reviews will be documented, and findings and results of associated actions retained on media separate and removable from primary application. Minnesota requires these to be kept for five years following resident discharge or death.
B. Audit logs are highly sensitive information and must be retained in a secure location, preferably on its own separate server with its own security access controls.
1. Audit logs may only be destroyed in accordance with audit controls retention schedules.
2. HIPAA requires documentation of audit controls (not necessarily logs, but evidence of their review) for six years from the later of the date of its creation or when last in effect.
3. Check your state statutes for other requirements. For example, Minnesota requires retention of an audit log for five years following patient discharge or death.
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Authentication
Access controls are activated by a userID. Once the system knows who the user is, however, there must be validation (authentication) that the userID actually belongs to the user who entered it.  

In an electronic world, there are different levels of authentication strength. Each level has a place in health care, but increasingly stronger forms of authentication are being used. Strength of authentication refers to how likely it is that identification can be forged. In the paper world, we use a handwritten signature as the gold standard. The following table provides the basics of authentication strength, in order from weakest to strongest. The table also shows the types of technology that are used and where the form of authentication may be applicable. Assess which type of technology you have today, and what type of technology you will need in the future.

	Element of Authentication Strength
	Type of Technology Affording This Level of Strength
	Examples of Use in Healthcare

	Demonstration of intent to sign
	Digitized signature (e.g., signature pad on credit card machine at a grocery store – even though the signature looks nothing like your wet signature, the clerk has observed you sign the pad demonstrating your intent to pay your credit card bill)
	- Acknowledgment of Receipt of Notice of Privacy Practices



	Something only you know
	Password (passwords can be made stronger by following practices of using more characters, special characters, no words, etc.)
	- Patient access to a portal

- User log on to EHR

	Something only you have
	Token (Tokens may be hardware or software and come in a variety of strengths. Tokens may also be used in combination with a password as two-factor authentication)
	- Physician remote access to EHR

- Nurse access to narcotics cabinet



	Something about you
	Biometric (e.g., fingerprint, retinal scan; may also be used in combination with a password for two-factor authentication)
	- User log on to EHR

	Someone you know (i.e., Trusted Authority)
	Digital signature (a class of electronic signature that provides for encryption and non-repudiation of the signature by use of a digital certification process (the trusted authority)
	- Access to HIE

- E-prescription of controlled substances

	Combination of two or more of above
	Combining two or more of the above strengths the authentication process by at least one level
	- Access to HIE
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Data Breach Notification
In addition to HIPAA requirements, the HITECH Act of 2009 and 44 states have data breach notification requirements. For a copy of the Omnibus Rule, see http://www.hhs.gov/ocr/privacy/hipaa/administrative/combined/index.html.

The following is a summary of the federal breach discovery and notification process.

[image: image1.png]45 CFR 164 BREACH NOTIFICATION
EFFECTIVE SEPT. 23, 2009; REPORTING BY FEB. 18, 2010; OMNIBUS RULE CHANGES, JAN. 25,

2013

DISCOVERY PROCESS

1.A breach s the acquisition, access, use, or
disclosure of PHI in a manner not permitted
under the Privacy Rule which compromises
the security or privacy of PHI

2. Breach discovery starts 60-day clock for

notification. A breach is discovered on the
first day such breach is known or, by
exercising reasonable diligence would
have been known, to a workforce member
of covered entity (CE) or agent of CE

3. A business associate (BA) must notify CE

of breaches as provided in BAC and in no
case later than 60 days after discovery

4. Breach excludes:

a. Unintentional acquisition, access, or use
by member of CE or BA workforce if
made in good faith and within scope of
authority and does not result in further
unpermitted use or disclosure

b.Inadvertent disclosure to person at same
CE orBA and no further use or
disclosure in violation of Privacy Rule is
made

c. Disclosure where CE or BA believes
unauthorized recipient would be unable
to retain the PHI

5. Assess risk that PHI has been compromised
considering following factors:

a

b.

c

.

Nature and extent of PHI involved, including
types of identifiers and likelihood of re-
identification. (PHI that has been de-identified
in accordance with Privacy Rule is no longer
PHI. See also HHS Guidance on De-
Identification, Nov. 26, 2012)

Unauthorized person who used PHI to whom
disclosure was made

‘Whether PHI was actually acquired or viewed
Extent to which risk to PHI has been mitigated

6. Safe Harbor: HHS Guidance Specifying
Technologies and Methodologies that Render PHI
Unusable, Unreadable, or Indecipherable to
Unauthorized Individuals for Breach Notification
(Apr. 27,2009)

a

Encryption
1) Dataat rest consistent with NIST SP 800-111
2) Datain motion consistent with FIPS 140-2, referencing NIST
SP 800-52 [TLS], 800-77 [IPsec VPN], or 800-113 [SSL VPN])

b. Destruction

1) Paper, film, o other media shredded or destroyed so that PHI
cannot be reconstructed) or

2) Electronic media consistent with NIST SP 800-88 (Media
Sanitization)
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NOTIFICATION PROCESS

. Delay notification if law enforcement agencies
have requested delay where notification may

hinder investigation

. Determine if breach may result in imminent

misuse of unsecured PHIL in which case CE

should notify individuals by telephone or other

means in addition to written notice
Send written notice:

a.Via first-class mail within 60 days of breach

discovery
b.Electronic notice if individual agrees

c.Ifindividual is known to be deceased, send
to next of kin or personal representative if

known

d.Substitute notice for individuals with out-of-

date contact information
1)If fewer than 10 individuals , provide by an

alternative form of written notice, telephone, or

other means

2)If more than 10 individuals, post on home page of
web site or in major print or broadcast media in
geographic areas where individuals affected likely
reside; and include toll-free phone number for 90

days for individuals to learn if their PHI is
included in breach

€.If 500 or more live within one state, notify

major media outlets

4.Notice must be in plain language and

include:

a. Description of breach, date of breach,
and date of discovery

b. Description of types of unsecured PHI
breached (suchas whether full name,
SSN, DOB, home address, account
numi)er, diagnosis, disability code, or
other types of information)

c. Steps individuals should take to protect
themselves from potential harm

d. Description of what CEis doing to
mitigate harm and protect against
further breaches

e. Contact ?rocedures for individuals to
ask questions, including toll-free
number, email address, web site, or
postal address

5. Record breach in a log:

a.If fewer than 500 individuals affected,
report breach to HHS not later than 60
days after the end of each calendar year

b.If 500 or more individuals affected, notify
HHS contemporaneously with the notice to
individuals

c. http://www.hhs.gov/ocr/privacy/hipaa/adm
inistrative/breachnofificafionrule/brinstruc
fion.himl





As the HIT technical environment changes, the rules and laws are updated.  Please validate that you are in compliance with the most current statutes.
State Data Breach Notification
While there may be some differences between the federal breach notification requirements and a specific state’s statutes, all require that individuals be notified of any events in which their protected health information (PHI) has been compromised. Data breach notification laws in health care are intended to aid individuals in managing potential identity theft, medical identity theft, and other wrongs which may arise out of breaches of PHI. 

Many states expand on the breach notification process to include all personal information, which is any information that can be used to identify an individual, including financial, health, and other information. Check your state statutes for specific requirements.

Red Flags Rules
Health care organizations that serve as creditors may also need to be compliant with the Red Flags Rules issued by the Federal Trade Commission. These rules help an organization identify and further explore the potential for misuse of personal information. For additional information on establishing a red flags program for your skilled nursing facility, see http://ftc.gov/bcp/edu/microsites/redflagsrule/faqs.shtm.  While you do not want to establish an environment of suspicion within your facility, it is important to be aware that identity theft most frequently occurs when insiders are intent on stealing personal information or when outsiders take advantage of lax practices, especially inattention to the HIPAA security requirements.

​
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