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EXECUTIVE SUMMARY

Physician Practice Name recognizes the best, most up-to-date health information is without value unless it is pertinent and accessible to the people it is meant to serve.  The Risk Analysis team has been tasked to conduct a risk analysis of the EMR Vendor Name. This Risk Analysis Report, in conjunction with the System Security Plan, assesses the use of resources and controls to eliminate and/or manage vulnerabilities that are exploitable by threats internal and external to Physician Practice Name. 
The scope of this risk analysis effort was limited to the security controls applicable to the EMR Vendor Name system’s environment relative to its conformance with the Health Information Portability and Accountability Act of 1996 (HIPAA). These baseline security requirements address security controls in the areas of computer hardware and software, data, operations, administration, management, information, facility, communication, personnel, and contingency.  

The EMR Vendor Name risk analysis was conducted in accordance with the methodology described in National Institute of Standards and Technology (NIST) Special Publication (SP) 800-30, Risk Management Guide for Information Technology Systems.  The methodology used to conduct this risk analysis is qualitative, and no attempt was made to determine any annual loss expectancies, asset cost projections, or cost-effectiveness of security safeguard recommendations.

The risk analysis of EMR Vendor Name identified (#)9 vulnerabilities in the areas of Management, Operational and Technical Security.  Vulnerabilities are weaknesses that may be exploited by a threat or group of threats.  These vulnerabilities can be mitigated by (#)10 recommended safeguards.  Safeguards are security features and controls that, when added to or included in the information technology environment, mitigate the risk associated with the operation to manageable levels.  (#)9 vulnerabilities were rated High, (#)9 were rated Moderate and (#)9 were rated as Low.  A complete discussion of the vulnerabilities and recommended safeguards are found in Section 5 of this report.  
If the safeguards recommended in this risk analysis are not implemented, the result could be modification or destruction of data, disclosure of sensitive information, or denial of service to the users who require the information on a frequent basis.  
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1 INTRODUCTION
1.1 Purpose
The purpose of this risk analysis, also known as a risk assessment, is to evaluate the adequacy of the EMR Vendor Name security.  This risk analysis provides a structured qualitative assessment of the operational environment.  It addresses sensitivity, threats, vulnerabilities, risks and safeguards.  The assessment recommends cost-effective safeguards to mitigate threats and associated exploitable vulnerabilities.

1.2 Scope

The scope of this risk analysis assessed the system’s use of resources and controls (implemented or planned) to eliminate and/or manage vulnerabilities exploitable by threats internal and external to Physician Practice Name.  If exploited, these vulnerabilities could result in:
· Unauthorized disclosure of data

· Unauthorized modification to the system, its data, or both
· Permanent loss or corruption of data

· Temporary loss or corruption of data
· Denial of service, access to data, or both to authorized users
· Loss of financial cash flow

· Loss of physical assets
This Risk Assessment Report evaluates the confidentiality (protection from unauthorized disclosure of system and data information), integrity (protection from improper modification of information), and availability (loss of system access) of the system.  Recommended security safeguards will allow management to make decisions about security-related initiatives.

1.3 System Mission
    To improve patient care and outcomes by providing thorough and legible medical records including clinical decision support and interaction checking. To provide the highest quality patient care possible.

2 RISK ASSESSMENT APPROACH

This risk assessment (risk analysis) methodology and approach was conducted using the guidelines in NIST SP 800-30, Risk Management Guide for Information Technology Systems.  The assessment is broad in scope and evaluates security vulnerabilities affecting confidentiality, integrity, and availability.  The assessment recommends appropriate security safeguards, permitting management to make knowledge-based decisions about security-related initiatives.  The methodology addresses the following types of controls:

· Management Controls: Management of the information technology (“IT”) security system and the management and acceptance of risk

· Operational Controls: Security methods focusing on mechanisms implemented and executed primarily by people (as opposed to systems), including all aspects of physical security, media safeguards, and inventory controls

· Technical Controls: Hardware and software controls providing automated protection to the system or applications (Technical controls operate within the technical system and applications.)

2.1 Risk Assessment Process
This section details the risk analysis process performed during this effort.  The process is divided into pre-assessment, assessment, and post-assessment phases.
The Risk Analysis team includes the following personnel:

<Risk Analysis Team>8
2.1.1 Phase I – Pre-Assessment

Step 1: Define the Nature of the Risk Analysis
This initial risk analysis provides a review to help Physician Practice Name determine the appropriate level of security required for the system to support the development of a System Security Plan for EMR Vendor Name.  The review also provides the information required for the Designated Approving Authority (“DAA”), also known as the Authorizing Official, to make an informed decision about authorizing the system to operate.  The risk analysis is based on interviews, documentation and, as necessary, some automated technical review.  

Step 2: Data Collection
The data collection phase included identifying and interviewing key personnel within the organization and conducting document reviews.  Interviews focused on the operating environment.  Document reviews provided the risk analysis team with the basis on which to evaluate compliance with policies and procedures. 
The following tools and techniques were utilized for data collection:
Interview, walkthrough, HIT Risk Assessment Questionnaire
Step 3: Templates 
The following templates were used by the risk analysis team and are included in the appendices:

· Risk Calculation Worksheet: Converts the raw vulnerabilities into risks based on the following methodology: 

· Categorizing vulnerabilities

· Pairing with threats
· Assessing the probability of occurrence and possible impact
· Supplemental Material: Any documents, comments, and other materials that were utilized or relevant to the risk analysis.
2.1.2 Phase II – Assessment
Step 1: Document Review

The assessment phase began with the review of documents provided by the members of Physician Practice Name’s EMR Vendor Name system team.  Detailed interviews with members of the Physician Practice Name’s EMR Vendor Name system team allowed completion of the system questionnaire and identification of specific threats.
Step 2: System Characterization

In this step, the analyst defined the boundaries of the IT system, along with the resources that constitute the system, its connectivity, and any other elements necessary to describe the system.  Dependencies were clarified.  Sensitivity of the system and data was discussed in the final section of the characterization.

Step 3: Threat Identification

The risk analysis team used NIST SP 800-30 as a basis for threat identification.  Through the interview process, it also identified “most likely” system and location-specific threats.
Step 4: Vulnerability Identification

In this step, the risk analysis team developed a list of system vulnerabilities (flaws or weaknesses) that could be exploited by the potential threat source.
Step 5: Risk Determination (Calculation/Valuation)

In this step, the risk analysis team determined the degree of risk to the system.  In some cases, a series of vulnerabilities combined to create the risk.  In other cases, a single vulnerability created the risk.  The determination of risk for a particular threat source was expressed as a function of the following:
· Likelihood Determination: The following governing factors were considered when calculating the likelihood of the probability that a potential vulnerability might be exploited in the context of the associated threat environment:
· Threat source motivation and capability

· Nature of the vulnerability

· Existence and effectiveness of current controls

The following table defines the likelihood determinations.
Table 2.1. Likelihood Definition

	Level
	Likelihood Definition

	High
	The threat source is highly motivated and sufficiently capable, and controls to prevent the vulnerability from being exercised are ineffective.

	Moderate
	The threat source is motivated and capable, but controls are in place that may impede successful exercise of the vulnerability.

	Low
	The threat source lacks motivation or capability, or controls are in place to prevent, or at least significantly impede, the vulnerability from being exercised.


· Impact Analysis: The next major step in measuring level of risk was to determine the adverse impact resulting from successful exploitation of vulnerability.  The adverse impact of a security event can be described in terms of loss or degradation of any, or a combination of any, of the following three security goals:
· Loss of Confidentiality – Impact of unauthorized disclosure of sensitive information (e.g., Privacy Act).
· Loss of Integrity – Impact if system or data integrity is compromised by unauthorized changes to the data or system.
· Loss of Availability – Impact to system functionality and operational effectiveness.
Table 2.2. Impact Definition

	Magnitude of Impact
	Impact Definition

	High
	Exercise of the vulnerability (1) may result in the highly costly loss of major tangible assets or resources; (2) may significantly violate, harm, or impede an organization’s mission, reputation, or interest; or (3) may result in human death or serious injury.

	Moderate
	Exercise of the vulnerability (1) may result in the costly loss of tangible assets or resources; (2) may violate, harm or impeded an organization’s mission, reputation, or interest; or (3) may result in human injury.

	Low
	Exercise of the vulnerability (1) may result in the loss of some tangible assets or resources; (2) may noticeably affect an organization’s mission, reputation, or interest.


· Risk Determination: The following were used to assess the level of risk to the IT system:
· The likelihood of a given threat source’s attempting to exercise a given vulnerability.
· The magnitude of the impact should a threat-source successfully exercise the vulnerability.
· The adequacy of planned or existing security controls for reducing or eliminating risk.
The following table provides a definition for the risk levels.  These levels represent the degree or level of risk to which an IT system, facility, or procedure might be exposed if a given vulnerability were exercised.  
Table 2.3. Risk Level Definition

	Magnitude of Impact
	Risk Level Definition

	High
	There is a strong need for corrective measures.  An existing system may continue to operate, but a corrective action plan must be put in place as soon as possible.

	Moderate
	Corrective actions are needed and a plan must be developed to incorporate these actions within a reasonable period of time.

	Low
	The system’s Authorizing Official must determine whether corrective actions are still required or decide to accept the risk.


Step 6: Risk Mitigation Recommendations

During this step of the process, controls that could mitigate or eliminate the identified risks, as appropriate to the organization’s operations, were provided.  The goal of the recommended controls is to reduce the level of risk to the IT system and its data to an acceptable level.  The risk analysis team considered the following factors when recommending controls and alternative solutions to minimize or eliminate identified risks:

· Sensitivity of the data and the system 

· Effectiveness of recommended options

· Legislation and regulations

· Organizational policy

· Operational impact

· Safety and reliability

The recommendations were the results of the risk analysis process, and provide a basis by which the Authorizing Official can evaluate and prioritize controls.  The Business Contact will work with the Authorizing Official to negotiate the implementation of the recommended controls.  At this point, the System Contacts can negotiate with the Authorizing Official to accept the recommendations for risk mitigation, provide alternative suggestions, or reject the recommendations and accept the risk as residual risk.  

2.1.3 Phase III – Post Assessment

Step 1: Risk Mitigation 

Because the elimination of all risk is usually impractical, senior management and business contacts should assess control recommendations, determine the acceptable level of residual risk, and implement those mitigations with the most appropriate, effective, and highest payback.

Step 2: Ongoing Monitoring
Ongoing monitoring involves the following management controls:
· Conduct periodic review of security controls to ensure that the controls are effective

· Perform periodic system audits

· Conduct ongoing risk management to assess and mitigate risk

· Authorize IT systems to address and accept residual risk
3 SYSTEM CHARACTERIZATION
3.1 System Contacts and Designated Approving Authority
The EMR Vendor Name system became operational <Operations Date>14
The following is contact information for EMR Vendor Name System Contacts and DAA.
Table 3.1. System Contacts and Designated Approving Authority (DAA) 
	
	Business Contact14
(Responsible for formally accepting each recommended control or rejecting it and providing an alternative)
	ASR Contact15
(Assigned Security Responsibility – HIPAA 164.308(a)(2))
	DAA Contact4
(Authorized to make an informed decision about authorizing the system to operate)

	Name
	-
	-
	-

	Title
	-
	-
	-

	Address
	-
	-
	-

	Phone
	-
	-
	-

	E-mail
	-
	-
	-


3.2 Functional Description
PMS/EHR System Details
PMS System: EMR Vendor Name
EHR System: EMR Vendor Name
EHR Model: Client Server
3.3 System Users

The EMR Vendor Name system users are listed in Table 2.3; details include the EMR Vendor Name system user’s name (title), description and responsibilities, and the stakeholders that represent each user’s interest in the system]. 

Table 3.3. EMR Vendor Name System Users25 

Available upon request
3.4 Administrative Safeguards
The following administrative safeguards are in place or currently in progress. 

Updated policies and procedures have been purchased and implemented. User accounts are unique to each user and security to the EHR system is set to allow for least amount of access necessary for the job role.
3.5 Physical/Environmental Safeguards
The following physical/environmental safeguards are in place or currently in progress. 

Door Locks are in place to prevent unauthorized access to IT equipment and servers. 

4 THREAT STATEMENT

4.1 Overview
NIST SP 800-30 describes the identification of the threat, the threat source and threat action for use in the risk assessment process.  The following is a definition for each:

· Threat – The potential for a particular threat-source to successfully exercise a particular vulnerability. (Vulnerability is a weakness that can be accidentally triggered or intentionally exploited)
· Threat Source – Any circumstance or event with the potential to cause harm to an IT system.  The common threat sources can be natural, human or environmental.

· Threat Action – The method by which an attack might be carried out (e.g., hacking, system intrusion).
4.2 Threat Source
· Acts of Nature.  Earthquakes, rain, wind, ice, etc., that threaten facilities, systems, personnel, utilities, and physical operations.
· Hazardous Conditions.  Fire, chemical and nuclear spills, biological events, structural instability, etc., that threaten facilities, systems, personnel, and operations.  May be the result of natural events, environmental control failures, human errors, and/or violent acts.
· Dependency Failures.  Failure of a system or service outside the direct control of the system owners that harms the system and/or affects its ability to perform.  Also includes system worker termination and reassignment actions.  Examples include utility failures, downstream processing failures, system administrator or subject matter expert job termination, or the failure of a service or control owned by another part of the organization.

· System and Environmental Failures.  Failure of a computer, device, application, communication service, or environmental or protective control that disrupts, harms, or exposes the system to harm.  Examples include system hardware failures, environmental control failures, and software or data corruption.

· Violent Acts of Man.  Physical attack or threat of attack on a national, regional, or local level that directly impacts the system and/or its personnel or that results in indirect harm or dependency failure.

· Errors and Omissions.  Accidental or ill-advised actions taken by personnel (typically insiders) that result in unintended physical damage, system disruption, and/or exposure. 

· Insider Attack.  Actions taken by insiders to harm the organization and its personnel, systems, and/or data and/or that of other parties.  Examples include system compromise, escalation of privileges, electronic eavesdropping, password guessing, denial of service, and social engineering.

· Insider Abuse and Unauthorized Acts.  Unauthorized, illegal, or inappropriate insider acts that cause disruption and/or harm.  Although these actions are intentional, computing resources are typically the vehicle used to commit the act rather than its target.  Examples include sharing or distribution of copyrighted material, invasion of privacy, exploration of unauthorized computer systems, use of computing resources to harass others, and disregard for security controls.

· External Attack.  Actions taken by outside parties seeking to harm the organization, its personnel, systems, and/or data and/or that of other parties.  Examples include system compromise, data and account harvesting, defacement, computer crime, password guessing, denial of service, and social engineering.

· Autonomous Systems and Malicious Code.  Automated actions taken by program code or systems that result in harm to the organization, its systems, and/or its data and/or that of other parties.  Examples include viruses, worms, and artificial intelligence control or response systems.

· Physical Intrusion and/or Theft.  Facility compromise and/or theft of physical resources (data, hardcopy output, laptops, systems, access tokens, passwords, etc.) that could directly or indirectly result in harm to the organization or the system.
· Legal and Administrative Actions.  Actions taken by law enforcement, regulatory, administrative, and/or other parties as a result of illegal acts and failures in due diligence and/or due care, or in seeking recompense for damages incurred by others.  Examples include regulatory penalties, criminal and civil proceeding.

5 RISK ASSESSMENT RESULTS

The following table provides detail of all identified vulnerabilities and recommended safeguards for EMR Vendor Name. Please refer to Appendix A for calculation of overall risk level. 
Table 5.1. EMR Vendor Name Risk Analysis Results31
Vulnerability 1:  Power lines vulnerable to trees falling from high winds and/or lightning
	Threat(s)
	Long-term power failure

	Identification Source
	Visual Assessment
	Impact (CIA)
	Availability

	 Threat Likelihood
	 High
	 Impact Level
	 High

	Overall 

Risk Level
	High


Recommended Safeguard(s): 
 - Remove dead trees from path of power lines

- Increase duration of supplied power with larger battery backup units or generator
Vulnerability 2: <Vulnerability2>
	Threat(s)
	-

	Identification Source
	-
	Impact (CIA)
	-

	 Threat Likelihood
	-
	 Impact Level
	-

	Overall 

Risk Level
	-


Recommended Safeguard(s): 
Vulnerability 3: <Vulnerability3>
	Threat(s)
	-

	Identification Source
	-
	Impact (CIA)
	-

	 Threat Likelihood
	-
	 Impact Level
	-

	Overall 

Risk Level
	-


Recommended Safeguard(s):
6
SUMMARY
The following table provides an overview of the risks (vulnerabilities and threats), recommended controlling safeguards to mitigate those risks, responsible implementing parties and completion dates.
	Risk (Vulnerability/Threat Pair)
	Safeguard Recommendations
	Risk Level
	Safeguards Selected

(Based on feasibility, effectiveness, and costs)
	Responsibility
	Start Date
	Target Completion Date
	Complete

	Power lines vulnerable to trees falling due to high winds and lightning leading to long term power failures
	- Remove dead trees from path of power lines

- Increase duration of supplied power with larger battery backup units or generator
	High (100)
	
	
	
	
	

	Risk1
	Safeguard1
	High Moderate

Low
	Safeguard1
	
	
	
	

	Risk2
	Safeguard2
	High Moderate

Low
	Safeguard2
	
	
	
	


Table 6.1. Risk and safeguard action plan summary32

APPENDIX A RISK CALULATION WORKSHEET33
The following calculation worksheet provides instructions for determining the overall risk level for Section 5 of this report. History of past occurrences can help determine the threat likelihood level and impact level can take into account, financial impact, employee safety, and many other factors.
[image: image1.png]Threat

Impact
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10X05=5 50X05=25 100X 05 =50
Low (0.1) Low Low Low
10X0.1=1 50X01=5 100X 0.1=10

Risk Scale: High ( >50 to 100); Medium (>10 to 50); Low (1 to 10)8
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